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| was asked a couple months ago by a friend of nurféveak” a software protection as
he wanted to “evaluate” more “thoroughly” the tasgkeprogram. As | went in to it, |
found the protection scheme very interesting asviblved a couple of cross platforms
based engines interacting together to serve ahacking security licensing system. One
was Qt, the other being JavaScript. It was therstine that | came against a Qt based
software. The first time thought, | just used tlasib cracking skills every reverser uses
with Windows GDI apps. But this time | needed todgeper to understand the cross VM
interactions, and a bigger understanding of thér&mework was needed, so, | engaged
into searching for more info on the subject. Theuls were quite poor, except for an
article by Daniel Pistelli, who now works at HexyR&coincidence that IDA has been
reassembled using this framework?).

Besides his article, not much on the subject oérgng Qt code seemed to be around.
Since then | was faced with a fair amount of Qtlapgions, even Portuguese ones, so |
decided to post my thoughts on the subject, antii ututorial for the % version of Qt
(coincidently its also the same version of IDA &ihi):

Note: The Qt platform has an OO approach, so cendiéfore reading this tutorial,
gather some insight about reversing C++ stuff, Rl I, MS calling convention, virtual
functions, etc.

For the purpose of this demonstration | used a dappdication who accompanies the Qt
SDKk calledsdi.exe, located in the examplsainwindows/sdi folder. You can use any
program you wish, to follow this explanation, thatig

1. Recognizing the Entrypoint

] ¥ EB 268488688 |CALL =di.B0404358

BdBd 33BN =di. <Modu leEntruPoint
BE4a42c:2 .~ E9 36FOFFFF | JMP =di.B884848F0

BE4E423CT » 8BFF MOU EDI,EDI
BE484209 I' =) FUZH EEF
BE4E8423CA . BBEC MOW EEF,ESP

Usually looks like this and Olly is smart enoughdentify it as it is the EP defined in the
PE header.

2. How to find Main?



E int main{int argc, char *argv[])

Q INIT RESOURCE (=di):

Ripplication app(argc, argv):
app.setApplicationName ("SDI Example™) ;
app.setOrganizationName ("Trolltech™}) ;
MainWindow *mainWin = new MainWindow:

mainWin->show()
return app.exec():

}

Consider Main function source code. Let's see wtatwe need to find it's
corresponding assembly code, and what this codes lidce after compilation.

2.1.First step is to search for all inter-modular calt&l locate the imported
dispatcher functiogqWinMain defined in QtCore4.dlIl.

[ O B T
BE4@4E71 | CALL DWORD PTR DS: [<&tCored.@String: st DtCored. BString: stolocal BBt
BE4@a4833 CALL DWORD FPTR DS: [<&tCored.@String: :f] DtCored, BEString: s free
HE4A4BAS| CALL OWORO PTR DO5: [<&QtCored. QButeArray | DtCored. BBYteArray 1 detach
BE4A4BCF | CALL < JHMP.%8tCored.glinMain BtCoced. glinMain

BE4E4C25| CALL DWORD PTR DS: [<&ktCored. ectorDat| BtCored, MlectorDatal s free
BE4E4C48| CALL QNDRD FTR D§1E<&QtEDrE4LqFree%] MSUCRZE. free
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2.2.Second step, select QtCore4.qWinMain and jumpitrg@ode definition.

Ef FE@emeeE |CALL TJMP.&@tCored. gllinMain:
SE4424 12 | HOU EAY,DWORD PTR 55:[ESP+157

cBEs MO EC, DWORD FTR DS: [CEAX]
2304 18 AOD ESF, 12

. 83F% Bl CHP _ECk, 1

oo T4 14 JE SHORT =di.B@484EFe

. SBEA4:24 MOY ER=, OWORDT FTR S5: [ESF]
SBEE B4 MO EDi=, DWORD FTR DS: CERX+4]
SB4E B3 MO ER, OWORD FTR DS: CEAR+E]
L2 FUSH ED

=1t ] FUSH _ERX
SD4C24 Ba LEA EC:,OWORD FTR SS5: [ESF+E]
E2 2AFDFFFF |CALL =di.BR4B84926

¥ SBB424 MOL ER, DWORD FTR SS5: CESF]

. SB4C24 BC MO ECH, DWORD FTR SS5: CESF+C]
=] FUSH ESI
S3CE 1@ ADD ER, 19
ca FUSH ER=

FUUSH ECK

51
ES2 FEBC3FFFF | CALL <sdi.GMain’
RRER MOl FeT FOY

2.3.The first call after QtCore4.qWinMain sets up meyndBut, we are impatient
and we want QMain. QMain function will always beettsecond call, as
highlighted in the figure.

To verify if we've selected the correct functioallc go up some lines and the
following api calls should be present:

- GetCommandLineW

- QString::fromWCharArray
- QString::toLocal8Bit

-  QByteArray:.detach
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. E&B ZBFFFFFF

. SD4Cz24 B84

FF1S DCe@daa
SE4C24 28

SUB ESF, 1@

LEA ER:, OWORD FTR
FUSH EFE

FUSH -1

EELL DMDRD FTR DZ:
%EH ECH OWORD PTR
CALL DMDRD FTR DZ:
ROD ESF, EC

MOU EC, ERA

CALL DWoRO FTR_OS:
HMOU_ED:, OWORD FTR
OR_ERX, FFFFFFFF

S5: [ESP+4]

S5: [ESP+2]

LOCK #AODD DWORD PTR DS:CEDXI, EAX

JHE SHORT =di.@@4a4B92
MOW EC, OWORD FTR SS5: [ESF+E1
PLSH ECH

CALL DWORD PTR DS: [<&GtCored.B5tring::

AOD ESF, 4

PUSH &

LEA EC:,OWORD PTR SS:[ESF+41]
Mol CHGEO_ETE SS:[ESP+16]1, &
CALL =di.@a484A06

LEA ECx,DWORD FTR S5: [ESF+41]

CALL DWORD FTR OS: C<&E%Cored. BEwteHrray

[<&EE Cored . QString::

ERIET

2. 4 And we’re in QMain

MO ER -

[<&KERMELZZ. GetCommandL inell*]
S55:[ESP+141]
[<&LECored. B5tring: :

fromlCh acAreay =]

tolLocal3Bit ]

freei]

tdetach ]

&M FF

62 2E4C488E
j=t]

SZEC 18

E3

=]

EY

Al 18014888
32C4

j=15]
804424 20

ES 1EZ0E88E
SE4424 34
52 BZBcE4eE

j=15]
g04c24 38
51
g04c24 24

FF15 C8c3488
BE3E 898614686
&H FF

320B

68 24544888
g95C24 36
FFD&

894424 15
805424 18

52

Ci4424 24 81
FF1S SCE1488
2B4424 1C

64:A1l BEEEEE

54 A3 BEEEEE

FUSH -1

FUSH sdi.B8464C86

MOV ERx,. DWORD FTR FS:[E]

FUSH ERX

SUE ESF, 18

FUSH EE=X

FUSH ESI

FUSH EDI

MOV ERw, DWORD FTR DOS: [4801181
®OR ERX,ESF

FUSH_ER=-

LER ERx,DWORDT FTR S5: [ESF+281
MOV DWORD FTR _FS: [E1,EAR
CALL =di.B84630468
MOV EAw, DWORD: FTR S5: LESF+341
FUSH 4BcEz

FUSH ER-

LER EC:,OWORO FTER
FUSH ECH

LER EC,OWORC FTR
CALL DWORD FPTR DS:
MOW ESI,DOWORD FTR
FUSH -1

#OR EBW,EBX
PUSH_=di.BB4@6424
MOV OWORD FTR 55: CESF+381, EEx
CALL ESI

MOV DWORD FTR 55: CESF+1581, EA:
LER EDw,DWORD FTR S5: [CESF+121

FUSH _EDx
MOV BYTE FTRE S5: [ESF+341, 1

S5: [ESP+321]
SS5: [ESP+241]

CALL DWORD FTR DS: [<&EtCored. RCoreApp |l icat ion:

MY Ay, DWORDT FTR S5: CESF+1C]

[<&GtG id. QApp Ll icat ion:
05z [<80t Cored. QStr ing: s fromHsci i_he lper:]

PRApp Ll icat ion ]

tsetHApplicationM

ntdll.7ColE7as

sdi.<ModuleEntryPoin

GGy id. QAppl icat ion:
HtCored. A5tring: tfro

ASCIT "SDI Example™

ntdll.KiFastSustentCa
G Cored. ACoreApp L ica

2.5.The startup address is usually pointing to the sfathe .CODE section

[XLYMINTITTLYIT]

e e

BE4BRARE | BEEE 1808 | =di FE header
BE4E 1 AR08 | BERBEERE | =di hERt code
HE4EEEEE | BE0EFEEE [ sd i .rdata imports
BE4B0ERE | BEEE 1808 | =di .data data
HE4BEARE | BEEE 1B0E | =di S DErG rESOUTCES
AR 1 ARAR | ARRAEARRA
That is 401000 in this case.
3. Code analysis
3.1.Instruction 1 — Initialize resources
Q INIT RESOURCE (=di):
Qapplication app(argc, argv):;
app.=setipplicationName ("SDI Example™) ;

L)

!
Imag| R RWE
Imag| R RWE
Imag| R RUWE
Imag| R RWE
Imag| R RWE
Mamn |R F R F



s04424 2@ LEA ERX,DWORDT FTR SS5: [ESF+26]
&4: A2 AEGEGEA MO OWORD PTR FS:[A1, EAX
. EB 152066686 |CALL sdi.oa483D48
«  SB4d424 34 MOV ERX, DWORD PTR S5: [ESF+341
B2 BzBeB40E | PUSH 4b0c@z
[=15] FUSH _ERX
S04C24 38 LEA ECX,OWORD FTR S5: [ESF+32]
=31 FUSH _ECH

g04C24 24 LEA ECH,DWORD FTR 55: [ESF+241]
FEAE Caasnnl BALL BORD PTR 0S: [<iavu 4. 0fpelicat ion::BAppl Loasjon 2]

If we enter the function, we should see the resmirbeing pushed and the
gRegister Resour ceData function being called:

S BB ZEECAEEE | PUSH =di.B88486C28
. BB ZESD4EHE | PUSH sdi.B88482028
&2 BSSD4808 | PUSH Edl.BB4BSDBS
&R @1 FUSH
FF15 EC&84000 TABE DNDRD FTR DOS:[<{&GtCored. gRegisterResourcelatak]
23C4 18 AOD ESP, 18
EZ 91888888 | MOV EAX, 1
C3

Frar mAs S AEd P FILEER PTE R e P AR e P A P ek e m e e el Do ma T

3.2.Instruction 2 — Instantiate QApplication
@ INIT RESOURCE (=di):
I Qﬁpp__cat on app{argc, argv):
app.=sethApplicationName ("5DI Example™) ;

SB4424 24 MOL ERX, DWORD FTR S5: [ESF+341
&2 B2EcE488 | PUSH 48c82

{=15] FUSH _ERX

s04C24 38 LER ECX,OWORD FTR S5: [ESF+331
E1 FUSH _ECH

S04C24 24 LEA ECX,OWORD FTR S5:[ESF+241
FEIC Coco4mE CALL DWORD PTR OS: [<40tEuid. Eﬂppllcatlnn Eﬂppchathn>]

oo OOS  AG@El MOl ECT nWlnDn OTE A e FA0 Oe i ame-A T i -.I:v-\..;-\.ml'h-.;-\.u [ S R

BE12FF1S|| Argl = BEL12FF1=2
AES0S9FE ) Args = BESDSSFE
Arg3 = BEE4EEE2

go4caz

Pretty easy to follow right? Th@Application class is calling it's constructor with
the following arguments: Argl = argc, Arg2 = argwg3 = compile_version

3.3.Instruction 3
@ INIT RESOURCE (=di):
thp_;ﬂat on app (argc, argv):
app.setApplicationName ("5SDI Example™) ;

app.setfOrganizationName ("Trolltech™) ;
220E ®OR EEY,EBH
60 24644088 |PUSH cd|.R04me ASCII "S0I Example

S35CE4 SA MOV OWORD FTR SS [ESF+3E1,EEX

FFO& CALL ESI

294424 12 MOU CWORD PTR SS5:[CESF+121,ERX
505424 18 LEA ECX, DWORD PTR S55:[ESF+181
gz FUSH EDX GGy 4. EE4028ER
C&4424 24 @1|HMOU BYTE FTRE S5:[ESP+341, 1

FF15 2Cel4@al CALL DWORD FTR DS: [<&GtCored. BCoreAppl icat ion: tsetAppl icat ionMame>1  BtCored. QCoreAppl ic
SBd4424 1C HOL ERA, DWORDT FTR S5: [ESF+1C]

BtCored.@String: s fr

3.4.Instruction 4



app.setipplicationMName ("S5DI Example™) ;
apg . set0rganhzatlnnNamE("_:c ltech™) ;
MainWindow *mainWin = new MainWindow:
mainWin->show()

return app.exec|):

> ERA FF PLUSH -1

. B8 183644888 |PUSH sdi.@8@406418 ASCII "Trolltech™
FFD& CALL ESI MCored. @5tring:: f
224424 18 MOL DWORD TR S5:CESF+121,EAX

S04424 18 LEA ERX,DWORD PTR S5: CESP+181

ca PLISH ERZ

Cé4424 34 @2 MOU BYTE PTR _S5S: [ESP+341,2

FF15 S4&l4@@) CALL OWORD FTR DS: [<iGtCored. OCoreApplicat ion: tsetlrgan izat ionMame>] | QtCored. ACoreAppl L
SB4C24 1C Moy ECE, DWMORD PTR SS5: CESP+1C]

S3C4 ac ADD ESP, GC

28E5C24 28 MOY BYTE PTRISS: [ESF+221,BL

3.5.Instruction 5
app.setOrganizationName ("Trolltech™) ;
hainﬁindow *mainWin = new MainWindow:
mainWin->show() ;
return app.exec():

.

ES AFZEBEEE | CALL <JMP.&MSUCRIE. operator news:
S3C4 B4 AOD ESP, 4

294424 14 HMOU GHOROC TR S5: [ESF+141,ER*

. Cé4424 23 @3|HMOYU BYTE PTR S5:[ESF+221,5

. 3BC3 CHP _ERX,EEX

G JE SHORT =di.@@4a18EC

. 2BCE MO ECHK, EH=

EE EQIQBBBB EHLL Edl BB4BEHGB

A e

This function calls all the subclasses constructors

29c424 14 MOY OWORD FTR SS:[ESF+141,ESF
&A BE PUSH @

CroE @eaaaaal MOY DWORD FPTR DS: [EAK], O

FF15 S462480| CALL DWORD PTR_DS: [4&@E6W i4, BHainllindows s BMainll indaws]
Cree 2Ce34aa MO DWORD PTR DS:[ESI],=di.@848599C0

Cr4e @82 vCesy MOU DWORD PTR DS: [ESI+8] =di. 88485970

3.6.Instruction 6

app.=setOrganizationName ("Trolltech™) ;
MainWindow *mainWin = new MainWindow;
mainWin->show()

return app.exec();

220C24 22 MOU BYTE FTR S5: [ESP+22]1,BL
FELS CCesans) CALL DWORD TR OS: E<&Qtﬁul4 Qlidaets: : shows1

“ ¥ BBC2 MO ECH, ERX

3.7.Instruction 7

MainWindow *mainWin = new MainWindow;
mainWin->show()
return app.exec():

CALL DWORD PTR DS:[<&G0tGuid.@lidget: zshow>]
CALL OWARD PTR OS:[<&AtGuid.@Application:eneck]
LEA ECH.OWORD PTR SS:[ESF+121

MMl CCT Cnv

FF15 DA&24EE
204c24 18

L=l =] =y

*| . FF1E5 CCE34B0




4. Intercept Messages in Qt

Messages in Qt are set thru slots definition. Skts then connected using the
connect macro to @Widget based class. As sampled in the code:

savelshot = new QAiction(tr("Sawe £h=s..."), thi=):
savelshot-rset3hortouts (QEeySequence:  3avelds) ;
savelslot-rset3tatusTip(tr ("3ave the docurment under & new name'™) ) ;
connect (savelsict, JIIGHNAL (triggered()), this, 3LOT(sasvels())):
closelct = new QAction(tr("&Close™), this):

closelct—-r>zet3hortout (Cr ("CEr 14W07) ) ;
clogelot-rzetitatusTipitr ("Close this window™) )
conhect (claselet, 3IGHNAL (triggered()), this, 3LOT(close()l)):

exitiot = new QAiction(tr ("E&xit™), this):

exXxitict—rzetihortouts (QEeyiequence: iouit) ;
exitiot—-rzet3tatusTip (cr ("Exit the application™)):

connect (exithot, 3IGNAL (triggered()l), dgipp, 3LOT(closeldllWindows())):

So we have here 3 types of message redirectioffirgh@ne ‘saveAsAct” is defined
in the slot set of thavainWindow class. saveAsAct” will be made part of the
MainWindow class dispatcher table.

A4V [elass definition with macra]
claszs MainWindow @ public QMainWindow
{

Q OBJECT

The second onegcloseAct”, is defined as an overload @M ainWindow superclass,
so it will not be part oMainWindow class dispatcher table, but will be dispatched
thru MainWindow dispatcher function. But ascloseAct” is not found in
MainWindow class dispatcher table it will be forwarded €@MainWindow
superclass dispatcher usingErent class. The definition ofctoseAct” is:

protected:
vold closeEvent (QCloseEvent *ewvent) ;!

Finally “exitAct” is applied or connected t@App. gApp is an instance of
QApplication, so it can't be intercepted in thainWindow dispatcher function, but
in QApplication dispatcher function.

Considering that everything was easy till now, thid be the “hard” part of the
process, getting to trace the GDI interaction. . ete how we can accomplish this
task. Basically there are three approaches thabearsed:



4.1.Find and set a conditional breakpointQi¥ etaObject:: metacall with [esp+4]
== object addr
The object is any GDI particular object like a Qi@antrol, QMainWindow, etc.
that you might know it's memory address.
4.2.Set a conditional breakpoint dp<class of object>::qt_metacall with [esp+8]

4.3.Set a breakpoint o@M ainWindow::qt_metacall (QMainWindow is defined in
QtGuid.dll).

On stop set a breakpoint on .code section of meacigable, it should stop on the Qt

dispatcher.
Address Hex dump Disassembly Comment

SB4C24 a4 MOW ECH, DWORD. PTR S5: [ESP+4]
&era0Cc3zd 2B41 84 MOW ERX, OWORD PTR DOS: [ECH+4]
&rBE0CIZY 2B48 12 MOU ERE, DMDRD PTR OS: [ERR+12]
&rB0C32A BECA TEST ER=R BtGu id.QTertControl: s gt_metacal |
&7B0C32C ~ 74 1B JE SHORT' Qttore4 E7EOCE4S
&rB0C3ZE 2BE@ FC MoW ED, DWORD PTR OS: [ERR-41
&rBE0C331 2BEZ 64 MOW ED, OWORD FTR DS EEDH+4J
E7EOCE3 2042 FC LEA EC:, OWORD FTR EH=-41
&7BOC337 SBd4424 1@ Mou ER:, DWOROTFTR SS EESP+IB]
ErabCI3e 1] FOSH EA% GtGuid. GTertControlrgt_metacal |
&ra0Cca3c 2B4424 1@ Hau EHH OWORD PTR SS: [ESP+1@1]
&rBa0C24E [=c] FPUSH BtGu id.QTertControl: s gt_metacal |
&7E0C341 SB4424 1@ Hau EHH DWORD FTR S5: [ESF+1@]
Erapc245 =) FOSH EAX GtGuid. GTertControlrgt_metacal |
GrBE0C34E FFOZ CALL ED=X
E7EOCS4S c2 RETH
&7a0Cc343 2BE424 1@ HMoU EDx, DWORDTFTR S5 [ESF+1@]
&re0c340 SBal MOW ERX, OWORD PTR OS: [ECR] @G i4.ATertControli s "uftable”
&7 a0C34F 2B48 85 MOW ERX, OWORD PTR OS: [ERR+E]
E7EOCEER Bz FUSH ED-
E7EOCEES SEE4Z24 18 MOW ED, OWORD FTR S5: CESF+1E]
&rB0C3ST g2 PUSH _EDX
&re0C3ss SBE424 1@ Hau EDH DWORD PTR SS5: [ESP+1@]
[ C =4 FLUZH
FFDA CALL EHH BtGEu id.QTertControl: s gt_metacal |

& F [} RETH
&re0C3cE QtCored. AMe| 51 PUSH ECH
&rBE0CIG1 2B44z4 1@ MOW EA<, OWORD FTR SS5: [ESF+1@1]
E7EOC2EE SEE424 BC MOW ED:, OWORD FTR S5: CESF+C] Bt Cored. EVHERZT]
&re0c3es =13 PUSH ESI
&re0Cc3eA 2B7T424 ac HMou ESI, DWOROTFTRISS:LESF+C] atCored, SFEES391
&rBEOCIEE &A 6@ PUSH &
ErB0CE7A [=c] FPUSH ER= BtGu id.QTertControl: s gt_metacal |
&7BA0C3T1 SB41 a4 MOW ERX, DWORD PTR OS: [ECH+4]
&re0CcaTd g2 PUSH EDR
ErEDCEYS i) FUSH ER= GGy id. UTertControl: rgt_metacal |
EYEOCETE =13 FUSH EST
&7BOC3TY CPd44z4 15 Ga@a MOU OWORDTFTR SS:CESF+181, &
&7B0C3TF Eg 3CBEFFFF CALL GtCored.dCoreApplication::translate
EF@Rnrood oA 1A nnn coo 14

In the main Qt dispatcher built by the compilerly@élls us that there are 6 cases on
switch.

Bad4E3caF
HE4EICFE
BE4E3CY 7
BE4E5CF0
Bad4a3cea
HE4EICE2
BE4E3CE0
HA4ESC3E
Bad4E3c9a
HE4EICA1
BE4E3C94
HA4E5C95
BA4ASCAT
Ba4E3c9s
HE4EIC9
BE4E3C90
HA4ESCIE
BEa4E3CAS
HE4E3ICHS
BE4E3CAT
HA4ESCAS
Ba4E3cAA
HE4EICHE
BE4E3CAC
HA4ESCAF
Ba4E3CE 1
2g4g3CEE

. gEED MOU_EEP, ER

. SEED TEST EBF,EEP

- BFSC Fo@oee L sdi.o64m306d

. 5DE TEST EBX,EEX

-~ BF8E asopeant Ji2 sdi. BB4BSDBE
E3FD S F_EEF,E

w77 70 SH SHORT =di 0248

. FF24A0 BC3040 JMF DWORD PTR D5 {fEBP#4+48308C])

> SECE HOU ECH,ESI

. EE 4BEFFFFF |CALL =di.B@4azE08

. GF FOF EOI

. B3ED0 @ SUB EBF, &

. GE FOP ESI

. BECE HOU R, EBF
5D FOF EBF

. GB POP EBX

. 2 BCeg

E HOU ECH, ES1

. ES IDFOFFFF |CALL =di.B@4a3sce

. GF FOF EOI

. B3ED0 @ SUB EBF, &

. GE FOP ESI

. BECE HOU R, EBF

. &b FOF EBF

. GB FOP EBY

. 2 BCed RETH i

> 8BCE HOU ECK, ESI

. E2 SAFSFFFF |CALL =di.no4n34Fm

. gBE3F MOY_EDT, OWORD FTR OS: [EDI]

Switch

Caze B

Caze 1

Case 2

of switch

of switch

of switch

[zases H..E)

Ba483C70

Ba483C70

BE4E3CF0



The six destinations are set here:

BN DL D " LS BN Lo =05 b b B
BE4E230EE L 5] MOF

BE4830EC S93C48E8 0D =di.Ba483C023
BE4a3018 . SC3C4BE8 DD =di.B8483C30
88483014 «  HFZC4088 DD =di.88483CAF
BE4E23018 . CR3C4a88 DD =di.B8a483CCH
BE4E201c . ES3C4BE8 DD =di.B8483CES
Ba4a302A »  FE83C4B888 00O sdi.B8483CFs
BE4Ea3024 cC IMTZ

BE4E3025 cC IMTZ

ARARZNE rr THT=

Which correspond to the slots definitions of Maimdbw class:

private s=lots:
volid newFile():;
wold openi():
bool savel():
hool sawvels|():
wolid sbout ()
vold documentWasModified()

44. To target messages attached to events, set reakpoint on
QMainWindow::qt_metacall, on stop set a breakpoint @M ainWindow::event.
After break set a new breakpoint in the .code seatif main executable, it should
stop on the Qt function you're after.

AgE Jaurp | Ui=d==ENL LY
.— FF25 EB&24@al JMFP DWORD PTR DS5: [<&GtGEu id.BMainWindow: s ewvent ]
.~ FF25 dcezdopl JtP DNORD PTR DS: [SAGTGH i4.GWidaetiss izeting>] |

&R FF

62 41FFSRES
65319437 £4:A1 BOBBOODS
ESERESES 2

For example, tracing th&ainWindow::Close, after following the steps defined
before we reach:

FUSH -1

FUSH (BtGu id4. S55EFF41

MO ERK, DWORD PTR FS:[@]
FUSH _ERX

IR e A

Fwold MainWindow: icloseEvent (QCloseEvent *event)
{
if (mavhelave(l) i
writelettings():
event—-r>accept ()
yoelze |
event->ignore (] ;




RO FTR OS5

| PTR_DS:
RO FTR

IR0 PTR D5

Which is maybeSave() function who's definition is:

bhool HMainWindow: imaybelave [
i

if (textEdit->document () ->isModifiedi)) {
QMessagebox: i 3tandardButton ret;
ret = QMessagebBox::warningi(this, tr("3DI™),

tr ("The document has been modified.hn™
"ho wou want to sawve yvour changes?™),
QHlessagebox: i 3ave | QMezssagebBox::Discard
| QMessageBox::Cancel) ;

if (ret == QMessageBox::3ave)
return savel(]:
elze if (ret == QMessageBox::Cancel)

return false:
H
return true;

See the corresponding text? We’'re in the rightglac

For the sake of completeness, there’s a caveahged to be aware regarding the first
approach | presented: Setting a breakpoi@ihetaObject::metacall. After entering



QMetaObject::metacall and setting a breakpoint on the user section afdie
main module, it won’t enter immediately in the ftioo code we’re after; instead the
metacall will just try to find the virtual stub fation responsible for the dispatching.
For resolving this, all you need is let the codeeem the Qt core dispatcher and then
set a second section code breakpoint in the maduta@nd finally you’ll be there.

Ufff... Good luck in you reversing.

Hope you enjoyed it!



